
Category: 
Web 

 

Name: 
Find origin server – Basic. 

 

Message: 

A benign user reported a fake anti-virus vendor site in https://trendymicro.ajccbc-cyber-sea-

game.net/ . But we think this site uses a CDN (or a reverse proxy) to hide their identity. Your task is 

finding the way to find origin server behind the CDN. 

 

Objective: 

You can learn there is a case you can find the origin server behind CDN. 

 

Write-up instructions: 

You see a fake site in the given address like the below. 

 
 

Reading the source you can find /imgcdn.php whose parameter is a base64-encoded string. 

 
Try decode the strings as usual. You will see the original URL of the picture. 

https://trendymicro.ajccbc-cyber-sea-game.net/
https://trendymicro.ajccbc-cyber-sea-game.net/


 

 

As the extension implies a PHP script, that should run on the origin server when it receives a 

request. You may think “pic” should be a picture URL, but is this true? You can check it by inputting 

an encoded URL. For example, https://google.com/, encoding to 

“aHR0cHM6Ly9nb29nbGUuY29tLw==” 

 

Accessing to https://trendymicro.ajccbc-cyber-sea-

game.net/imgcdn.php?pic=aHR0cHM6Ly9nb29nbGUuY29tLw== returns a corrupted data, but it has 

23492 bytes. 

 
Download and check it. You can find this is a HTML source from google. 

https://google.com/
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9nb29nbGUuY29tLw==
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9nb29nbGUuY29tLw==


 

 

So now, we can receive any HTML file through the imgcdn.php. You can input any “show my IP 

address” service into it. For example, https://ipinfo.io/json, encoded to 

“aHR0cHM6Ly9pcGluZm8uaW8vanNvbg==” 

 

https://trendymicro.ajccbc-cyber-sea-

game.net/imgcdn.php?pic=aHR0cHM6Ly9pcGluZm8uaW8vanNvbg== 

returns the below document. Hey, now you have found the origin server! 

 

 

Lets confirm the server. It asks username and password. We don’t know. After multiple failures it 

gives a hint. 

https://ipinfo.io/json
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9pcGluZm8uaW8vanNvbg==
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9pcGluZm8uaW8vanNvbg==


 

As stated, username is “challenger”, and the password is “trendymicro.ajccbc-cyber-sea-game.net”. 

 
Then you will get the flag “CSG_FLAG{Claim_Abuse_to_Network_Admin}”.  

 

References: 

Tools 

- Cyberchef: https://gchq.github.io/CyberChef/ 
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