Calegory:
Web

Names:

Find origin server — Basic.

Message:

A benign user reported a fake anti-virus vendor site in https://trendymicro.ajccbc-cyber-sea-

game.net/ . But we think this site uses a CDN (or a reverse proxy) to hide their identity. Your task is
finding the way to find origin server behind the CDN.

Objeclive:

You can learn there is a case you can find the origin server behind CDN.

Wrile-up instructions:

You see a fake site in the given address like the below.

% TREND:

For Home

What Is Credit Card Fraud? & How to Avoid It

June 20, 2024

You might not reslize it, but a quick swipe of your card or an innocent entry of its details anto a shopping site could tum into a financial nightmare. In this article, we delve into the nuances of credit card fraud, how it happens, and, most impartantly, how you can protect yourself from it

What Is Credit Card Fraud?

Credit card fraud is a type of identity theft that involves the unauthorized use of someone's cradit card information to make purchases or withdraw funds. It can range from small-scale theft of an individual’s credit card information to massive data breaches affecting thousands of people.
How Does Credit Card Fraud Happen?

Credit card fraud can occur in Several ways. Here are some of the most common methods:

- Physical theft: The classic case of pickpacketing, where the actual card is stolen.

- Skimming: Devices installed on ATMs or card readers that steal your card information.

« Phishing: Scams via email or phone designed to trick you into providing your card details

- Data breaches: When hackers infiltrate a company’s secure data storage to steal credit card information,
= Public WiFi: Unsecured networks can be a hotbed for intercepting financial details during transactions.

Reading the source you can find /imgcdn.php whose parameter is a base64-encoded string.

<ing class=" nav logo 1XhMu" src="/inacdn. phe2oic=aHROCHMGLYtaliNyb2Z (ZC: Il FQaN9ul 3NOYX) 1 ZCO3ZWI 1Y29tcGIUZHA0L NiMZMINZCOZ iU2YTYOY | EnbxQDh Y dkODAONAY i LnN2Zw==" width="120" alt="logo">
<div class="_nav_logo 5sV30">For Home</div>

<h1>What_Is Credit Card Fraud? & How to Avoid It</h1>
<p>June 24</p>

(
jcdn. pho?pic=aHROCHM6Ly 9 ZXdzLHRyZ‘ékh‘U;mﬂ 1¥29t119uZXh0L2 1 tYNd | L291 cmudaHROCHM [MOE LMk Y Mk 7uZXdz LoRyZWSkbiV | j cm8uY29t ) TJGYXBnJ T)Gd3AtY29udGYudCUyRnVibGIhZHM [MkYyMDI 0J TJGMDY IMkZ pU3RyY2s thj EIMTc IMTky0S5acGendz(
A% raalioa T8 hat 2 miicl emina f vt rard aran Tanarant amiru af (e Anfaile ot channinn oifa ranld furn inta s Finanrial nichfmarn Tn Phic arfirln un Anlun infn tha mnce AF FradiF Fard

Try decode the strings as usual. You will see the original URL of the picture.


https://trendymicro.ajccbc-cyber-sea-game.net/
https://trendymicro.ajccbc-cyber-sea-game.net/

Recipe ~omBs Input +0O3E =

aHRBcHMELYStaWNyb2Z1ZC58cmVuZG1pY3IvLmNvbSOuYXZpZ2FeaWouL3NoYXI1ZCI3ZWItY29tcGOUZW50L2NiMzM

~
From Base64 1Nzc@Z3U2YTY®Y jFmNmUXODhiY3dkODAGNWVLAN2Zw==

Alphabet
A-Za-z0-9+/=

Remove non-alphabet chars D Strict mode

wc 136 = 1 Tr Raw Bytes & LI

Output B rD M o

lhttps://microfed.trendmicro.com/navigation/shared/web-
component/cb335774f56a64b1f6e188bb7d8845eb.svg

As the extension implies a PHP script, that should run on the origin server when it receives a
request. You may think “pic” should be a picture URL, but is this true? You can check it by inputting
an encoded URL. For example, https://google.com/, encoding to
“aHROcHM®6Ly9nb29nbGUuUY29tLw=="

Accessing to https://trendymicro.ajccbc-cyber-sea-

game.net/imgcdn.php?pic=aHROCHM6Ly9nb29nbGUuY29tLw== returns a corrupted data, but it has
23492 bytes.

Name X Headers Payload Preview Response Initiator  Timing

|- imgedn.php?pic=aHROCHM6Ly9nb29nbGUuY29tLw==

v General
# faviconico Request URL https://trendymicro.ajccbe-cyber-sea-game.net/imgedn.php? pic=aHROcHM6Ly9nb29nbGUUY29tLw==
Request Method: GET
Status Code: @ 200 0K
Remote Address 10.80.22.80:8080
Referrer Policy: strict-origin-when-cross-origin

v Response Headers

Content-Length 23492

Content-Type image/jpeg

Date Thu, 26 Sep 2024 04:37:21 GMT
Server. CherryPy/18.10.0

Download and check it. You can find this is a HTML source from google.


https://google.com/
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9nb29nbGUuY29tLw==
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9nb29nbGUuY29tLw==

[l | 11 | 12 1 13 L A, I7 18 19 110.,) | E [
<!doctype html><htnl itemscope="" itemtype= http: //schema or e Iang- en-SG ><head><|neta content="text /hinl; charset UTF 8" http-ef
quiv="Content-Type ><meta content= /Togos/dood les/2024 celebrat ing-popcorn-6753651837110076.2-1.png" itemprop="inage ><meta content="Celef’
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8,342,1130,1551,134,42,4,1,6,96,267,319,626,76,142,1940,156,874,1408,554,800,806,132,29,7,332, 1867,524,9,71 ,65,382,146,8,241,482,156,9, 1 2¢
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So now, we can receive any HTML file through the imgcdn.php. You can input any “show my IP
address” service into it. For example, https://ipinfo.io/json, encoded to

“aHROcHM®6Ly9pcGluZm8uaW8vanNvbg=="

https://trendymicro.ajccbc-cyber-sea-

game.net/imgcdn.php?pic=aHROcHMG6LY9pcGluZm8uaW8vanNvbg==

returns the below document. Hey, now you have found the origin server!

| I T L T T T T - I T - T T - PP T L P T T e
n

21 TipT: T4, 129 152.2197, 4

3 hnstname : "ec2-47-129- 152-219.ap-snutheast-l.cnmpute.amazonaws.cnm”,¢
4| “city”: "Singapore”,

51 “rezion”: “Singapore”, s

6| “country”: "SG7,.

7 ”I ". "I 2897, IDS 85017, ¢

8 & HSIEEDQ Amazon.com, Inc.”,+

g pnstal : 0189897, 4

10| “timezone™: “Asia/Singapore”, s

11 : “readme”: "https://ipinfo.io/missingauth”+

12

Lets confirm the server. It asks username and password. We don’t know. After multiple failures it

gives a hint.


https://ipinfo.io/json
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9pcGluZm8uaW8vanNvbg==
https://trendymicro.ajccbc-cyber-sea-game.net/imgcdn.php?pic=aHR0cHM6Ly9pcGluZm8uaW8vanNvbg==

User is challenger, password is FQDN

As stated, username is “challenger”, and the password is “trendymicro.ajccbc-cyber-sea-game.net”.

CSG_FLAG{Claim_Abuse_to_Network_Admin}

Then you will get the flag “CSG_FLAG{Claim_Abuse_to_Network_Admin}”.

References:
Tools
- Cyberchef: https://gchq.github.io/CyberChef/
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